Abstract-Recent studies regard the use of ECG signals for biometric recognition exploiting the possibility of these signals to be frequently recorded for long time periods without any explicit actions performed by the users during the acquisitions. This aspect makes ECG signals particularly suitable for continuous authentication applications. In this context, researches have proved that the QRS complex is the most stable component of the ECG signal.
I. INTRODUCTION
Recent studies in biometrics focus on the use of one dimensional physiological signals as biometric traits. Most of them are based on the electrocardiogram (ECG), electroen cephalograms (EEG) [1] , phonocardiogram (PCG) [2] , and photoplethysmogram (PPG) [3, 4] , With respect to other biometric traits, physiological signals present some important advantages [5] .
• Physiological signals are more difficult to counterfeit with respect to samples of more commonly used biometric traits, like face, fingerprint, and voice. Physiological signals in fact, are more difficult to acquire using com monly diffused devices like cameras, microphones, and smartphones.
• Physiological signals can be acquired from all living individuals.
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• The analysis of physiological signals can reveal other information related to the psychological states, and physi ological and clinical status. The obtained information can be useful in some applicative contexts.
• Differently from most of the biometric traits, physiologi cal signals can usually be acquired for long time periods without requiring that the users perform explicit actions, resulting particularly suitable for continuous authentica tion applications. In this context, ECG is one of the most diffused and mature technologies in clinical analyses. Its use started in the early 1900s [6] , and it became one of the first acquired signals in ambulatory monitoring since the 1970s.
Previous studies on ECG-based biometric systems show that ECG signals have sufficient discriminability for obtaining highly accurate results [7] . However, biometric systems have to overcome different non-idealities of the samples due to the heart rate variability, issues related to sensor placement, scalability, and the time-varying nature of the ECG signals [5] .
Studies in the literature regarding the permanence of the ECG traits in long time periods report encouraging results [8] . However, a performance decrease can be usually observed by analyzing samples captured with sufficient time distance and uncontrolled conditions [5] .
In these cases, researches have proved that the QRS complex of the ECG signal is most robust to these variations [9] .
The QRS complex represents the depolarization of the right and left ventricles, and it corresponds to the biggest complex of the signal. It usually has a duration between 70 and 110 ms in a normal heartbeat. Other components of ECG signals are: the P wave, which describes the depolarization of the right and left atria, and the T wave, which reflects the ventricular repolarization. The peak points P, Q, R, S, T are usually called fiducial points. An example of these components of a signal describing an ideal heartbeat are shown in Fig. 1 .
In this paper, we propose a preliminary study on continuous authentication systems based on ECG signals. The main goal of this work is to analyze the permanence of the QRS complex in order to evaluate the effect of possible continuous enrollment strategies in continuous authentication applications. The design of a complete continuous authentication system is out of the scope of the paper.
The proposed biometric recognition method is therefore based on a simple correlation-based method in order to evalu ate the effective similarity between the considered signals. The method exploits the information related to all the leads of the Holter by performing a fu sion at the match score level [10] with the aim of obtaining accurate results.
The schema of the verification process is shown in Fig. 2 . First, the QRS complex of every heartbeat is segmented by selecting a fixed-size time window centered in the R points. Then, a template describing multiple heartbeats is computed for each lead. The matching scores related to every lead are computed using a correlation-based strategy. Finally, a score fu sion technique is applied to the previously computed similarity scores.
Experimental results show that the proposed method can obtain satisfactory accuracy using only the QRS complex of ECG signals. The persistency analysis of the QRS complex has then been performed on a dataset composed by 24 hours Holter signals recorded from 185 individuals, showing that the recognition performance is strictly related to the time passed between the acquisition of the compared signals.
The paper is structured as follows. Section II presents re lated works. In Section III, the proposed biometric recognition method based on the QRS complex is described. Section IV details the performed experiments and the obtained results. Finally, Section V summarizes the work.
II. RELATED WORKS
Most of the studies on ECG biometric recognition are based on a single lead [5] since the methods can be used in a greater variety of applicative contexts. Other studies use multiple leads [11, 12] because the greater quantity of information permits to increase the accuracy and reduce the noise effects. In this work, we have studied an approach based on multiple leads.
The recognition algorithms can be based on fiducial features or non-fiducial features [5] describing amplitude and frequency characteristics of the signals. The search of fiducial points in noisy long-time signals is particularly complex and can obtain poor results.
Many techniques in the literature extract information from all the components of ECG samples. Since the QRS complex is the most stable part of the ECG signa\, methods that perform biometric recognition based only on this component have been studied. The technique presented in [13] is based on high-order Legendre Polynomials. The method described in [14] uses a matching strategy based on cross-correlation and Multilayer Perceptron (MLP) networks in order to evaluate samples captured in different applicative scenarios. In [15] , non-fiducial features describing the signal frequency are ex tracted, Principal Component Analysis (PCA) is applied to reduce the feature set, and the matching is finally performed by using a two-levels classifier. The method presented in [16] performs the classification of QRS signals using multilayer perceptron and Radial Basis Function (RBF) neural networks.
At the best of our knowledge, in the literature there are only two studies on continuous authentication systems based on ECG signals [17, 18] . The method presented in [17] performs authentications based on ECG signals every 35 heartbeats and the one detailed in [17] uses time intervals of 5 s. These methods, however, have been evaluated on datasets composed by small sets of samples related to signals describing a maximum time period of 15 minutes.
There are also studies on the use of ECG signals in multimodal continuous authentication systems. In [19] , ECG signals are combined with accelerometer-based data in order to increase the system accuracy.
Continuous authentication systems based on different bio metric traits have also been studied [20] . Face characteristics are used in [21] to perform continuous recognition in applica tive contexts in which the users are working in front to a computer. The system described in [22] is designed for a sim ilar scenario, but it also uses soft biometric characteristics in order to obtain higher accuracy. A system based on fingerprint and face features is described in [23] . This system uses a holistic strategy to perform the fu sion of the matching scores, which permits to fuse values obtained from samples acquired at different time instants. Another data fu sion technique for continuous authentication systems is proposed in [24] , and is based on fuzzy systems.
Most of these systems perform the enrollment once, but there are also studies that continuously update the stored templates [22] .
In the literature, there are also examples of more complex strategies for periodically update the biometric database [25, 26] .
III. THE PROPOSED METHOD
The proposed biometric recognition method only considers the QRS complex of ECG signals and uses multiple leads in order to increase the robustness to noise factors typically present in Holter acquisitions.
In the enrollment phase, continuous authentication methods can store the template once or periodically update the stored template in order to increase the recognition accuracy. This paper aims to evaluate the persistency of the QRS complex in order to analyze the advantages that could be offered by periodical enrollment strategies. Details on the performed tests are provided in Section IV. In the verification and identification phases, the method computes distinctly the matching scores related to every lead. The obtained information is finally fu sed to compute the recognition result. The used feature extraction and matching algorithms are similar to the ones that we have designed for PPG signals [27] . They are based on a simple correlation technique since this work does not aim to obtain extremely accurate results, but its principal goal is to analyze the persistency of the QRS complex for designing continuous authentication techniques.
The verification algorithm applied to every lead can be divided into the sequent steps:
1) noise reduction;
2) segmentation; 3) feature extraction;
4) matching.
The obtained matching scores are finally fu sed by using well known strategies in the literature.
A. Noise reduction
First, the noise introduced by the 50 Hz electrical compo nent is removed using a notch IIR filter, applied also after the time reversal to avoid phase distortions. Finally, the signal's baseline is normalized by applying a third order high-pass Butterworth filter with cutoff frequency of 0.5 Hz [28] .
B. Segmentation
The QRS signal segmentation is then performed in order to obtain a matrix H in which the pulses pertaining to every heartbeat of a sample S are stored in distinct rows. For each heartbeat, the signal representing the QRS complex is obtained by selecting a fixed time interval centered in the R point. For each R point i, the QRS signal is computed as: where h and t 2 are empirically estimated values.
We employed the list of R fiducial points supplied with the database, which have been obtained from an automatic labeling software (Vision Premier, SpaceLab-Burdick Inc.) and manually reviewed and adjudicated. In order to avoid improperly located beats and artifacts, QRS complexes with a cross-correlation coefficient smaller than 0.9 with a common average pattern are excluded. This is a strategy commonly employed in biomedical studies [29] .
C. Fe ature extraction
The used biometric templates represent the m QRS signals with maximum cross-correlation values between every QRS and the average QRS pattern. In the cases in which a number of beats of sufficient quality is not found, the templates are composed by a smaller number of heartbeats.
In our tests, the computation of templates composed by sets of signals obtained better accuracy with respect to the more commonly adopted strategy that performs the computation of a single signal representing the mean heartbeat. This method, however, is less efficient in terms of computational time.
In practice, starting from a matrix H composed by n QRS signals, the template T is computed by using an iterative algorithm. For each iteration, the signal QRS representing the amplitude of the average QRS pattern is computed as:
The cross-correlation between QRS and every signal of H is then computed, obtaining the vector C. The m QRS signals corresponding to the maximum values of C are stored in the template T. Signals with correlation values less than an empirically estimated threshold tc are removed from T since they present noise or excessive variations from the shape of the mean signal QRS.
Two iterations are performed in order to reduce noise effects. The goal of the second iteration is to delete possible noisy heartbeats, and it considers H = T. The number m is equal for each iteration.
D. Matching
This step computes a similarity score s between two tem plates TA and TB related to the same lead.
The maximum cross-correlation between every QRS signal pertaining to T A and every signal of TB is computed, obtaining the similarity matrix M. As an example, Fig. 3 shows a matrix M computed during a genuine identity comparison of templates composed by two QRS signals.
Different score fu sion strategies have been considered for the computation of the score s.
• FusionA : s = mean(M).
• FusionB : s = median(M).
• Fusionc : s = 75th percentile(M). • FusionD : S = 90th percentile(M).
• FusionE : S = 95th percentile(M).
• FusionF : S = max(M).
E. Score Fusion
Considering N similarity scores Si obtained from signals acquired by N leads at the same time instant, the final simi larity score values y can be obtained by using different score fu sion strategies [10] . In this work, we have experimentally evaluated the approaches described in Subsection III-D.
IV. EXPERIMENTAL RESULTS
The performed experiments aim to analyze the permanence and stability of the biometric features extracted from the QRS complex in ECG signals on a time period of a day. The goal of these tests is to provide preliminary results necessary to design effective matching and enrollment strategies for continuous authentication systems.
In order to properly design the studied algorithms, we have evaluated the verification accuracy of the proposed biometric recognition method in different configurations, encompassing the number of heartbeats used to compute the templates, six data fu sion strategies for the matching step, and six strategies for the score fu sion step. Then, the permanence evaluation has been performed by analyzing the matching scores obtained by the biometric technique on samples acquired at different time intervals. This test only aims to evaluate the permanence of the QRS complex, and it is not based on specifically designed methods for periodic enrollment, which should be studied in future works.
The dataset employed has been extracted from the E-HOL-03-0202-003 (Intercity Digital Electrocardiogram Alliance -IDEAL) database [30] . The experimental dataset is composed by 185 digital 24-hours Holter recordings (SpaceLab-Burdick Inc.) from 185 individuals. The series are actually 202, but for 17 of them one of the leads is corrupted by artifacts and noise, and they have been excluded from our analysis. The acquisitions have been performed without any restrain or control on the activities performed. Males and females are equally distributed. The Electrocardiograms have been acquired using a three pseudo-orthogonal leads configuration (X, Y and Z). The signals have sampling frequency equal to 200 Hz and amplitude resolution equal to 10 fJV.
The parameters used by the proposed method have been empirically set on the used dataset, and are h = 50 ms, t 2 = 70 ms, and tc = 0.9.
A. Accuracy evaluation
In order to evaluate the accuracy of the proposed biometric recognition method in verification scenarios, we have created a dataset representing samples captured with time distance of about 3 hours (DBA)' The dataset DBA is composed by 1307 samples. For each individual, the number of samples varies from 7 to 8.
We Table I . The obtained results show that the method can obtain sufficient accuracy to be used in different applicative scenarios, reporting an Equal Error Rate (EER) of 5.36%.
B. Permanence analysis
In order to analyze the permanence of QRS signals in 24 hours Holter acquisitions, we have evaluated the accuracy of the proposed biometric recognition method in an ideal continuous authentication scenario in which verifications are performed at fixed time intervals and the enrolled templates are updated after every verification. Differently from traditional procedures used for the accuracy evaluation of biometric recognition algorithms, which do not consider the time passed between biometric acquisitions [31] , this test permits to ana lyze the stability and persistency of the used features during a defined time interval. The analysis has been performed considering both applications that compute verifications at short and long time intervals.
The tests have been performed on the dataset DBB, obtained by dividing all the available Holter acquisitions in samples with a duration of 5 minutes. This dataset is composed by 50045 samples. For each individual, the number of samples varies from 260 to 290. TABLE II   TABLE I BEST RESULTS OF THE REALIZED METHOD DBA .
In the performed tests, we have computed genuine identity comparisons for each individual i. For each time instant j, we have computed the matching score between the template T (i,j) and the template T (i,j-f:>.,) obtained at the time instant j -b.t:
In order to reduce the computational time needed to perform the tests, the reported results have been computed using the impostor matching scores obtained from DBA. For this prelim inary analysis, we have assumed that the impostor matching scores obtained with a resampling step of three hours from the set of Holter acquisitions (1696260 over 2493586236 possible impostor comparisons) can sufficiently approximate the shape of the impostor distribution.
1) Short time interverval:
We have analyzed the accuracy of the system varying the value of b.t from 5 minutes (consecutive samples) to 95 minutes, with a step of 15 minutes. Fig. 5 and Table II report the obtained results. Fig. 6 and Table III show that QRS signals can be con sidered permanent in a short time period of 90 minutes. The mean EER is 1.59%, and the standard deviation of the EER values is 0.52%.
2) Long time interverval: we have analyzed the accuracy of the system varying the value of b.t from 5 minutes (consecutive samples) to 10 hours and 5 minutes, with a step of two hours. The obtained results are reported in Fig. 6 and In order to increase the accuracy of continuous authentica tion systems, more robust features and automatic techniques for continuous enrollment [25, 26] should be adopted.
V. C ONCLUSION
This paper presented a permanence analysis of the QRS complex in 24 hours Holter acquisitions and investigated different matching and enrollment strategies for continuous authentication systems.
The permanence analysis have been performed using a method based on multiple leads and correlation-based algo rithms.
The obtained results showed a verification error measured as Equal Error Rate (ERR) of 5.36% on a dataset of samples acquired in 24 hours. The persistency analysis in short time periods exhibited that samples acquired with time differences of less than 95 minutes obtained sufficient stability, with mean EER equal to 1.59%. Differently, the persistency analysis performed on long time periods obtained a gradual accuracy decreasing, with worst EER equal to 8.55%.
In order to design accurate continuous authentication sys tems, more robust features and periodical enrollment strategies should be adopted. In future work, we will exploit the obtained information in order to design a complete continuous authen tication system based on ECG signals. 
